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	Title:   Verification of Identity and Authority



I. Policy  

It is the policy of Green Hills Direct Family Care to verify the identity of a person requesting protected health information (PHI) and the authority of any such person to have access to PHI, if the identity or any such authority of such person is not known to Green Hills Direct Family Care.

II. Definition / Purpose / Practice Guidelines:  
Under federal law, a covered entity must verify the identity and authority of a person requesting protected health information and must obtain any documentation statements, or representations, whether oral or written from the person requesting the PHI when such documentation, statement, or representation is a condition of the disclosure.

Green Hills Direct Family Care will establish and use written policies and procedures that are reasonably designed to verify the identity and authority of the requestor when Green Hills Direct Family Care does not know the person requesting the PHI.  The knowledge of the person may take the form of:

A. A known place of business

B. A known address

C. A known phone number or fax number

D. A known birth date

E. A known human being

When documentation, statements, or representations, whether oral or written, from the person requesting the PHI is a condition of disclosure, this documentation must involve obtaining such documentation statement or representation.

Additional verification is only required where this regulation (or other law) requires additional proof of authority and identity.

III. Procedure  

	Action
	Responsibility



	A. Verifying Public Officials:  When the person requesting the PHI is a public official, Green Hills Direct Family Care may rely, if such reliance is reasonable under the circumstances, on any of the following to verify identity when the disclosure of PHI is to a public official or a person acting on behalf of the public official:

1. If the request is made in person, presentation of an agency identification badge, other official credentials, or other proof of government status

2. If the request is in writing, the request is on the appropriate government letter head; or

3. If the disclosure is to a person acting on behalf of a public official, a written statement on appropriate government letterhead that the person is acting under the government’s authority or other evidence or documentation of agency, such as a contract for services, memorandum of understanding, or purchase order, that establishes that the person is acting on behalf of the public official.

Green Hills Direct Family Care may rely, if such reliance is reasonable under the circumstances, on any of the following to verify authority when the disclosure of PHI is to a public official or a person acting on behalf of the public official:

1. A written statement of the legal authority under which the information is requested, or, if a written statement would be impracticable, an oral statement of such legal authority; or

2. If a request is made pursuant to legal process, warrant, subpoena, order, or other legal process issued by a grand jury or a judicial or administrative tribunal is presumed to constitute legal authority.

Disclosure to the Secretary of Health and Human Services is required for purposes of enforcing the Privacy regulation.  When PHI is requested by the Secretary for compliance purposes, Green Hills Direct Family Care must verify the same information that is required for any other law enforcement or oversight request for disclosure.


	Privacy Officer

	B. When Verification Is Not Required:  If there is an imminent threat to safety, it is lawful to disclose PHI to prevent or lessen a serious and imminent threat to the health or safety of a person or the public if disclosure is made to a person reasonably able to prevent or lessen the threat.  

In such emergencies, Green Hills Direct Family Care is not required to demand written proof that the person requesting the PHI is legally authorized.  Reasonable reliance on verbal representations is appropriate.


	Privacy Officer

	C. Verifying Persons Assisting in an Individual’s Care:  Green Hills Direct Family Care is required to verify the identity of persons assisting in an individual’s care before disclosing PHI.  


	All Associates

	D. Verifying an Individual When Requesting Their PHI:  Green Hills Direct Family Care is required to give individuals access to PHI about themselves (under most circumstances).  Green Hills Direct Family Care is required to take reasonable steps to verify the identity of the individual making the request.  The individual should be asked to show appropriate identification.  This could include a driver’s license, phone ID, government identification card or badge, or employee badge.


	Privacy Officer

	E. Verifying a Personal Representative:  Green Hills Direct Family Care must, except as provided for emancipated minors and in abuse, neglect, and endangerment situations, treat a personal representative as the individual (the subject of the PHI) if a person has authority to act on behalf of an individual.  If the person is not the individual, Green Hills Direct Family Care must obtain identification of the person requesting PHI on behalf of the individual and evidence of the person’s authority to do so.  This could include identification as parent, guardian, or executor, power of attorney, or other evidence of appropriate relationship with the individual, a warrant, subpoena, order or other legal process issued by a grand jury, a court or administrative tribunal, and a written statement of legal authority.


	Privacy Officer

	F. Documentation:  Verification of the identity and authority of a person or entity must be documented before granting access to or disclosing PHI.  The documentation should include:

1. Identity of the individual whose information is to be disclosed.  If the person to whom the information is to be disclosed is a personal representative, include the relationship to the individual.

2. Identity of person to whom information is to be disclosed including a copy of source relied upon as proof of identity of the person.

3. Description of how identity and authority were verified.

4. Description of the authority of a person to receive access to the PHI to be disclosed and a copy of source relied upon as the proof of authority.
	Privacy Officer


IV. Approval(s) Needed:   Privacy Officer
V. Signatures Required: 

Privacy Officer
VI. Policy Responsibility:
Privacy Officer
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