l.                                                         [image: image1.png]Green_Hills
Direct Family Care




	Title:   Security Incident Reporting

Procedures



I. Policy  

It is the policy of Green Hills Direct Family Care, to maintain the confidentiality, integrity, and availability of all protected health information and data at all times.  In the event that a security incident would occur, it is the responsibility of all employees to report this incident according to the procedure outlined in this policy.  Through the employee HIPAA training program, all employees will be provided with an understanding of a “security incident” and their responsibility for reporting security incidents.
II.
Definition / Purpose / Practice Guidelines:  


In general terms, a security incident occurs when a person violates a provision of a 
security related policy in force at Green Hills Direct Family Care for any reason.  It is vitally important for all employees, agents, contractors, and business partners of Green Hills Direct Family Care to have a thorough understanding of all security-related policies in force at Green Hills Direct Family Care, since they will be responsible for reporting any security incident they witness.

Common Security Incidents:

Physical Security Incidents:

1. Person accessing or attempting to access an area of Green Hills Direct Family Care’s facility they are not authorized to access.
2. Unidentified person present in a restricted area of Green Hills Direct Family Care’s facility
3. Person with authorization to access an area of Green Hills Direct Family Care’s facility who allows a person without authorization to access that area.

4. Person duplicating or loaning an access mechanism (e.g. key or badge) without authorization to duplicate or loan that access mechanism.

5. Person disseminating the combination to a locking device to someone who is not authorized to unlock that device.

6. Person removing or attempting to remove any asset of Green Hills Direct Family Care without proper authorization.

7. Person damaging or attempting to damage any asset or facility component of Green Hills Direct Family Care.

8. Person acting suspicious in any way.

Computer Security Incidents:

1. Person attempting to access a computer without proper authorization.

2. Person attempting to access information stored on a computer without proper authorization.

3. Person acquiring another person’s password.

4. Person attempting to view information on another person’s computer monitor without proper authorization.

5. Person storing information on computer medica without proper authorization.

6. Person sharing information with another person who does not have authorization to access that information.

7. Person sharing their user ID or password with another person.

8. Person installing computer software without proper authorization.

9. Person loading computer files without checking those computer files for computer viruses.
III.
Procedure  

	Action
	Responsibility



	A. Immediately contact the Privacy Officer in person or over the phone for any physical security incidents.  

B. Immediately contact the Privacy and/or Security Officer for any computer security incidents.

C. If the security incident is still in progress, ensure your safety first, and do not attempt to stop the person causing the incident, if that may cause you harm.  Do make a note of all information related to the incident.

D. If the security incident has already occurred, remain in the area until the Privacy and/or Security Officer arrive, so that you can give them all of the information you have regarding the incident.

E. Document the incident and determine what steps can be taken to mitigate the harmful effects.

The following information will be documented:

· Date of incident

· Name of employee reporting incident

· Description of incident

· Cause of incident

· Steps that will be taken to prevent future incidents

· Steps taken to mmitigate past or future harm to patient or patients whose ePHI was involved in the incident

· Identification of whether the incident involved a business associate and the outcome of the contact with Green Hills Direct Family Care.

F.  The unauthorized disclosure will be logged on the patient’s Accounting of Disclosures log.

G. The individual(s) affected will be notified, as required by the Breach Notification policy.
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IV. Approval(s) Needed:  Privacy Officer
    Security Officer
V. Signatures Required: 

HIPAA Security Officer

_________________________________________________________
HIPAA Privacy Officer

VI.
Policy Responsibility:
Privacy Officer
In Coordination with:
Security Officer
VII.   References:
  HIPAA Security Standards:  164.308
VIII.
Effective Date:  01-01-16

File Name:  (security incident reporting p&p)  (slee)
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