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	Title:   Information System Activity Review



I. Policy  

It is the policy of Green Hills Direct Family Care to maintain the confidentiality, integrity, and availability of all of its protected health information.  One way to accomplish this is to regularly review records of information system activity, such as audit logs, access reports, and security incident tracking reports to ensure that all security mechanisms on all IT resources are functioning correctly, and protecting the information assets from being accessed and used inappropriately.  This will be done on an annual basis.
II.
Definition / Purpose / Practice Guidelines:  


Key Definitions:  

Log Review:  The internal process of reviewing information system access and activity (e.g., log-ins, file accesses, and security incidents).  A review may be done as a periodic event, as a result of a patient complaint, or suspicion of employee wrongdoing.  Review activities shall also take into consideration Green Hills Direct Family Care’s information system risk analysis results.

System Logs:  Records of activity maintained by the system which provide:  1) date and time of activity; 2) origin of activity; 3) identification of user performing activity; and 4) description of attempted or completed activity.

Review Trail:  A means to monitor information operations to determine if a security violation occurred by providing a chronological series of logged computer events (review logs) that relate to an operating system, an application, or user activities.  Review trails provide:

· Individual accountability for activities such as an unauthorized access of ePHI;

· Reconstruction of an unusual occurrence of events such as an intrusion into the system to alter information;

· Problem analysis such as an investigation into a slowdown in a system’s performance, and

· Other data as needed based on [organization] objectives

A review trail identifies who (login) did what (create, read, modify, delete, add, etc.) to what (data) and when (date, time).  

Electronic Protected Health Information (ePHI): Electronic protected health information means individually identifiable health information that is:  transmitted by electronic media, maintained in electronic media, or transmitted or maintained in any other form or medium.

Trigger Event:  Activities that may be indicative of a security breach that require further investigation.

All operating systems and applications will be configured to gather event information, as 

well as audit information.  Reviewing system and application activity entails using system 

and application utilities and features to review the audit information gathered while the system and application are used each day.  Audit information, such as a user unsuccessfully logging into a system, multiple failed attempts to log into a system, or a record in an application being accessed at a time outside of normal business hours can be used to determine if a security breach has occurred or if someone has attempted to access a system without proper authorization.  It is critical that the audit information be interpreted correctly to determine if any risks are present that must be eliminated.
To ensure that appropriate safeguards are in place and effective, Green Hills Direct Family Care shall review logs of access and activity to detect, report, and guard against:

· Network vulnerabilities and intrusions.

· Breaches in confidentiality and security of patient protected health information.

· Performance problems and flaws in applications.

· Improper alteration or destruction of ePHI (information integrity).
· Installation of any malicious software 

Green Hills Direct Family Care’s reviewing processes shall address access and activity at the following levels listed below.  Reviewing processes may address date and time of each log-on attempt, date and time of each log-off attempt, devices used, functions performed, etc.

A. User:  User level review trails generally monitor and log all commands directly initiated by the user, all identification and authentication attempts, and files, patients, and resources accessed.

B. Application:   Application level review trails generally monitor and log user activities, including data files opened and closed, patients accessed, specific actions, and printing reports. 

C. System:  System level review trails generally monitor and log user activities, applications accessed, and other system defined specific actions. 

D. Network:  Network level review trails generally monitor information on current operations, penetrations, and vulnerabilities.
Green Hills Direct Family Care shall determine the systems or activities that will be tracked or reviewed by:

A. Focusing efforts on areas of greatest risk and vulnerability as identified in the information systems risk analysis and ongoing risk management processes.

B. Maintaining confidentiality, integrity, and availability of ePHI applications and systems.

C. Assessing the appropriate scope of system reviews based on the size and needs of Green Hills Direct Family Care by determining: 

i. information/ePHI  at risk,

ii. systems, applications or processes which are vulnerable to unauthorized inappropriate access,

iii. activities that should be monitored (create, read, update, delete = CRUD),

iv. information to be included in the review record.

D. Assessing available organizational resources.
Green Hills Direct Family Care shall identify “trigger events” or criteria that raise awareness of questionable conditions of viewing of confidential information. At a minimum, Green Hills Direct Family Care shall provide immediate reviewing in response to:

A. Patient complaint.

B. Employee complaint.

C. Suspected breach of patient confidentiality.

D. High risk or problem prone event (e.g., VIP admission).

E. External report, such as from credit bureau or law enforcement.
Green Hills Direct Family Care shall determine review criteria with a risk based approach.  This may include but is not limited to reviewing security risk analysis findings,  past experience, current and projected future needs, and industry trends and events.  Green Hills Direct Family Care will determine its ability to generate, review, and respond to review reports using internal resources.  Green Hills Direct Family Care may determine that external resources are also appropriate.  Green Hills Direct Family Care recognizes that failure to address automatically generated review logs, trails, and reports through a systematic review process may be more detrimental to the organization than not reviewing at all.
Green Hills Direct Family Care shall designate the employees or contractors who are authorized to use security testing and monitoring tools.  Such tools may not be used by anyone not specifically authorized  These tools may include, but are not limited to:

A. Scanning tools and devices
B. War driving software
C. Password cracking utilities
D. Network or wireless packet capture utilities
E. Passive and active intrusion detection systems
F. Other devices as determined by Green Hills Direct Family Care
Review documentation/reporting tools shall address, at a minimum, the following data elements:

A. Authorizing official or policy, Application, System, Network, Department, and/or User Reviewed
B. Review Type
C. Individual/Department Responsible for Review
D. Date(s) of Review
E. Reporting Responsibility/Structure for Review Results
F. Conclusions
G. Recommendations
H. Actions
I. Assignments
J. Follow-up`
The process for review of logs, trails, and reports shall include:

A. Description of the activity as well as rationale for performing review
B. Identification of which workforce members will be responsible for review (workforce members should not review logs which pertain to their own system activity unless there is no alternative or an inherent conflict of interest)
C. Frequency of the reviewing process
D. Determination of significant events requiring further review and follow-up 
E. Identification of appropriate reporting channels for review of results and required follow-up
Vulnerability testing software may be used to probe the network.  This may be to identify what is running (e.g., operating system or product versions in place).  Any publicly-known vulnerabilities should be corrected.  Re-evaluate whether the system can withstand attacks aimed at circumventing security controls. 

A. Testing may be carried out internally or provided through an external third-party vendor.  Whenever possible, a third party reviewing vendor should not be providing the organization IT oversight services (e.g., vendors providing IT services should not be reviewing their own services – separation of duties). 
B. Testing shall be done on a routine basis (e.g., annually).
Review Requests for Specific Cause
1. A request may be made for review for a specific cause.  The request may come from a variety of sources including, but not limited to, a patient, Privacy Official, or Security Official.  

2. A request for a review for specific cause must include time frame and nature of the request.  The request must be reviewed and approved by Green Hills Direct Family Care’s Privacy or Security Official.

3. A request for a review as a result of a patient concern shall be initiated by the Privacy Official and/or Security Official.  Detailed review may be shared with patient.  If this is done, a careful explanation must be given to the patient concerning the need for many individuals to have access to records.

A. Should the review disclose that a workforce member has accessed a patient’s PHI inappropriately, the information shall be shared with the Privacy Officer to determine appropriate sanction/corrective disciplinary action.  

B. Green Hills Direct Family Care may, but is not obligated to share details of the logs with the patient. Prior to communicating with the patient, consider the need to collaborate with legal counsel for incidents of a more sensitive nature.
Evaluation and Reporting of Review Findings

1. System logs that are routinely gathered must be reviewed in a timely manner.

2. Report of review of results shall be limited on a minimum necessary/need to know basis.  Review of results may be disclosed as deemed necessary.  Legal counsel may need to be consulted.

3. There is no legal requirement to disclose the name of an individual who breached a patient’s record. There is also no obligation to share the name of every individual that was involved in processing a patient record. Green Hills Direct Family Care may choose to disclose this information.  If Green Hills Direct Family Care chooses to provide a complete list of everyone that accessed a record, it must be done with a careful explanation to the patient.  Most patients do not know how many individuals are involved in processing their records.  When a patient asks if a specific individual has accessed records, only that name should be disclosed.

4. The reporting process shall allow for meaningful communication of the review findings to the appropriate departments/units.

a. Significant findings shall be reported immediately in a written format. Green Hills Direct Family Care security incident response form may be utilized to report a single event.

b. Routine findings shall be reported to the sponsoring leadership structure in a written report format.

5. Security reviews constitute an internal, confidential monitoring practice that may be included in Green Hills Direct Family Care performance improvement activities and reporting.  Care shall be taken when releasing the results of the reviews. Review information which may further expose organizational risk should be shared with extreme caution.  Generic security review information may be included in organizational reports (PHI shall not be included in the reports).

6. Whenever indicated through evaluation and reporting, appropriate corrective actions must be undertaken.  These actions shall be documented and shared with the responsible and sponsoring departments/units.

7. If criminal activity is discovered during a review, it should be reported to appropriate law enforcement.
Reviewing Business Associate and/or Vendor Access and Activity

1. Periodic monitoring of business associate and vendor information system activity should be carried out to ensure that access and activity is appropriate for privileges granted and necessary to the arrangement between Green Hills Direct Family Care and the external agency.

2. If it is determined that the business associate or vendor has exceeded the scope of access privileges, Green Hills Direct Family Care’s leadership must reassess the business relationship.
3. If it is determined that a business associate has violated the terms of the HIPAA business associate agreement, Green Hills Direct Family Care must take immediate action to remediate the situation.  Continued violations may result in discontinuation of the business relationship.
Review Log Security Controls and Backup 

1. Review logs shall be protected from unauthorized access or modification, so the information they contain will be available if needed to evaluate a security incident.  

2. Whenever possible, audit trail information shall be stored on a separate system.  This is done to apply the security principle of “separation of duties” to protect audit trails from hackers.  Audit trails maintained on a separate system would not be available to hackers who may break into the network and obtain system administrator privileges.  A separate system would allow Green Hills Direct Family Care to detect hacking security incidents.

3. Review logs maintained within an application shall be backed-up as part of the application’s regular backup procedure.  

4. Green Hills Direct Family Care shall review internal back-up, storage and data recovery processes to ensure that the information is readily available in the manner required. 
Workforce Training, Education, Awareness and Responsibilities

Green Hills Direct Family Care workforce members are provided training, education, and awareness on safeguarding the privacy and security of business and patient protected health information.  Green Hills Direct Family Care’s commitment to reviewing access and activity of the information applications, systems, and networks is communicated through new employee orientation, ongoing training opportunities and events, and applicable policies.  Workforce members are made aware of responsibilities with regard to privacy and security of information as well as applicable sanctions/corrective disciplinary actions should the reviewing process detect a workforce member’s failure to comply with organizational policies. 
External Reviews of Information Access and Activity

1. Information system review information and reports gathered from contracted external review firms, business associates and vendors shall be evaluated and appropriate corrective action steps taken as indicated.  Prior to contracting with an external review firm, Green Hills Direct Family Care shall:

A. Outline the review responsibility, authority, and accountability
B. Choose a review firm that is independent of other organizational operations
C. Ensure technical competence of the review firm staff
D. Require the review firm’s adherence to applicable codes of professional ethics
E. Obtain a signed HIPAA-compliant business associate agreement
F. Assign organizational responsibility for supervision of the external review firm
Retention of Review Information

1. Review logs and audit trail report information shall be maintained based on organizational needs.  Retention of this information shall be based on:

A. Organizational history and experience.

B. Available storage space.

2. Reports summarizing review activities shall be retained for a period of seven years.  

Violation of this policy and its procedures by workforce members may result in corrective disciplinary action, up to and including termination of employment.  Violation of this policy and procedures by others, including providers, providers' offices, business associates and partners may result in termination of the relationship and/or associated privileges.  Violation may also result in civil and criminal penalties as determined by federal and state laws and regulations.

III.
Procedure  

	Action
	Responsibility



	Operating System Procedures:
A. Use the operating system audit utilities to review the audit information.

B. Review the system and security event logs of the operating system.
C. If any unusual system or security activity is detected, enter that audit incident on the audit report.

D. Investigate the audit incident further to determine the cause and effect of the incident.

E. Violations of any part of this policy are subject to the sanctions described in the Sanctions Policy.


	Security Officer

	Application Procedures
A. Use the application interface and audit feature of the application to review the audit information.
B. Review the application event logs of the operating system.

C. If any unusual application activity is detected, enter that audit incident on the audit report.

D. Investigate the audit incident further to determine the cause and effect of the incident.

E. Violations of any part of this policy are subject to sanctions as described in the IT Security Sanctions Policy.
	Security Officer


IV. Approval(s) Needed:  Signatures Required: 

Security Officer


VI.
Policy Responsibility:
Security Officer
VII. References:
  HIPAA Security Rules 164.308, 164.310, 164.312
IX.
Effective Date: 01/01/16
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