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I. Policy  

It is the policy of Green Hills Direct Family Care that encryption is required for all laptops, workstations, and portable drives that may be used to store or access Green Hills Direct Family Care’s sensitive data.  The Security Officer or outside vendor will provide, install, configure, and support encryption  as needed. Employees who have a laptop, workstation, or portable drive that needs to be encrypted should contact the Privacy and/or Security Officer prior to utilizing said equipment for business purposes related to Green Hills Direct Family Care.
II.
Definition / Purpose / Practice Guidelines:  


Electronic Data Transfers
Any transfer of unencrypted Green Hills Direct Family Care’s protected data must take place via an encrypted channel. Encrypted Green Hills Direct Family Care protected data may be transmitted via encrypted or unencrypted channels. All email communications that involve email addresses outside of Green Hills Direct Family Care use an unencrypted channel, and therefore require that messages containing Green Hills Direct Family Care protected data be encrypted. If the encryption method includes a password, that password must be transferred through an alternative method, such as calling the individual and leaving the password on their voice mail. Email messages containing encrypted data may never include the password in the same message as the encrypted data. 
Physical Transfer of Electronic Data
Any time Green Hills Direct Family Care protected data is placed on a medium such as a CD, DVD, or portable drive to facilitate a physical transfer, either entirely within Green Hills Direct Family Care or between Green Hills Direct Family Care and a 3rd party, that data must be encrypted. Archiving Green Hills Direct Family Care protected data to a physical medium is not recommended, but is permitted if the data is encrypted. All archiving should be done electronically, so that it is stored in a controlled data center and backed up.

Software
The Security Officer or outside vendor will install software that is capable of encrypting the entire hard drive on all identified Green Hills Direct Family Care computers and electronic devices subject to this Policy. Users who require encryption software should contact the Privacy and/or Security Officer to arrange installation of encryption software.
Policy adherence

Failure to follow this policy can result in disciplinary action as provided in the Sanctions Policy. Disciplinary action for not following this policy may include termination, as provided in the Sanctions Policy.
Appendix

Examples of portable drives

1. Flash drives

2. Thumb drives

3. Memory sticks

4. USB hard drives

5. iPods
6. Smartphones
III.
Procedure:  N/A

IV. Approval(s) Needed:  Privacy Officer
     Security Officer
V. Signatures Required: 

Privacy Officer

Security Officer
VI.
Policy Responsibility:
Security Officer
VII. References:
  HIPAA Security Rule:  45 CFR 164.308
VIII.
Effective Date: 01-01-16
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